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PRIVACY IMPACT ASSESSMENT (PIA)  

 

EXECUTIVE SUMMARY 

Kindly refer to the Privacy Officer’s report on Novalsys. 

 
 
PART 1 GENERAL ADMINISTRATIVE DETAILS  

 
1. Organization 

 

2. Initiative description  
 

AMS CampusBase is an online campus engagement hub with the goal of making it easier for                
students to connect with both AMS subsidiaries and other on-campus groups and resources at              
UBC. For executives and leaders of on-campus groups, CampusBase represents a more            
streamlined way of completing administrative interactions with the AMS, and offers a dedicated             
platform for sharing information with members and hosting events. For the general AMS             
membership, CampusBase fills the need for a centralized location where students can see and              
access all the different events and groups that UBC has to offer.  
 
AMS CampusBase is a program that is currently being managed by the Office of the Vice-President                
Administration, and it is being used by all AMS Members with the addition of some UBC faculty                 
and staff, and other community members. However, this PIA only addresses those users who have               
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had accounts created by the Office of the VP Administration; AMS members. All other users               
voluntarily create and populate their own accounts.  
 
It is important to stress that AMS CampusBase does not function like a social media platform.                
Users of the platform cannot see another one - whether that is in the directory, within groups or                  
other means - unless they have explicitly chosen to have their profile visible. This visibility setting                
is turned off by default for all AMS members populated into the system. The exception to this                 
visibility function is when users join groups; in this case, the officers (leaders) of the group can see                  
their names and emails. However, users are asked to acknowledge that this will be the case before                 
joining a group. If they refuse, they cannot join the group.  

 

3. Scope of this PIA 

This PIA covers the upload of four pieces of student information into AMS CampusBase: preferred               
name, last name, student number and email. The AMS uploads this information in order to create                
accounts on AMS CampusBase for all members of the AMS; this allows students to securely and                
seamlessly login to the platform using their Campus-Wide Login (CWL) username and password.             
This PIA does not cover any additional information that AMS members voluntarily enter into their               
account details on the platform. It also does not cover account details entered by individuals who                
create their accounts, regardless of whether they are AMS members or not.  

 

4. Related documentation 

No previous PIAs have been completed in relation to the AMS CampusBase platform. UBC, which               
provided the student data uploaded into the system, determined that a PIA was not needed for                
the integration of the CWL function. UBC also determined that a PIA was not necessary for the                 
exchange of information for use on this platform, as this was governed under the AMS MoU on                 
Student Data.  

There were a number of documents involved in the process of setting up AMS CampusBase and                
with respect to student data. These are highlighted below.  

● AMS CampusBase: Acceptable Use Policy 
● AMS Internal Policy I-16 
● AMS MoU on Student Data 

 

 

 

PART 2 OPERATIONS AND RISK ANALYSIS 

  

https://www.ams.ubc.ca/wp-content/uploads/2019/09/Privacy-Policy_August-21-2019.pdf
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5. Collecting personal information  
 

The AMS does not collect the information being used within this initiative with the exception of 
forms/surveys used for the administering of AMS programming. UBC provides a list of AMS 
members - students who have paid their AMS fees - at multiple times during the year. This 
provision of information is governed by the AMS Access to Member Information MoU between 
the AMS and UBC. UBC students who are AMS members have authorized the disclosure of this 
information for various purposes, including the administration of student programs, which AMS 
CampusBase is.  

 

6. Implications of withdrawing consent 
 

Individuals are provided with the opportunity to withdraw their consent for the use of their               
personal information on AMS CampusBase. They may do so when first entering the platform, as               
they are asked to agree to the AMS CampusBase Acceptable Use Policy. If they choose to not                 
agree to these terms of service, their account is deactivated, and their user profile is deleted from                 
the system after 30 days.  
 
This means that the user can no longer access AMS CampusBase, and must contact the Office of                 
the VP Administration if they wish to have their user account re-generated. Without access to the                
platform, students can no longer join or administer groups on the platform. In addition, they will                
no longer be able to access important forms administered by the AMS, such as subsidy and                
opt-in/opt-out forms.  
 

 
7. Personal information inventory 

.  

 
8. Personal information flow table/diagram 

  

Data 
Element 

Sensitivity Purpose(s) Role of user Third party 
disclosure 

Purpose for 
third party 
disclosure 

Retention 
period 

Surname Low User account 
generation 

AMS Member Yes User account 
generation 

Time enrolled 
at UBC 

Preferred 
Name 

Low User account 
generation 

AMS Member Yes User account 
generation 

Time enrolled 
at UBC 

Student 
Number 

Medium User 
Identification 

AMS Member Yes User 
Identification 

Time enrolled 
at UBC 

E-mail Low User 
Identification 

AMS Member Yes User 
identification 

Time enrolled 
at UBC 
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PART 3  SECURITY OF PERSONAL INFORMATION 

9.  Please describe the physical, technical and administrative security measures 
related to the initiative. 

 

Note: Additional security measures outlined in the Privacy Officer’s report and recommendations. 

 Please describe how you monitor compliance 

  

Sample personal information flow table 
 Description/purpose Type PIPA Authority 

1. UBC transfers AMS member list to the AMS Collection 11(a) 

2. VP Admin office uploads user data into AMS CampusBase, 
generating and updating accounts.  

Use 14(a) 

3. Student data used for CWL authentication when logging in 
to AMS CampusBase 

Use 14(a) 

4. When requesting to join groups, individuals must 
acknowledge that the group officers will be given access to 
their emails if they join the group.  

Disclose 17(a) 

  Security Measures 

 Type Type of storage device Security Measure 
1. Administrative AMS CampusBase Limited access to information through 

admin privileges reserved for select 
individuals 

2. Technical Cloud Novalsys adopts an intrusion 
detection systems to ensure that its 
infrastructure is not compromised, 
web application firewalls to mitigate 
web vulnerabilities, maintains logging 
policies that identify and resolve 
security issues, uses an outside vendor 
to conduct weekly vulnerability scans 
of its network to identify and 

resolve potential issues as early as 
possible, among many others. 
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With the aid of Novalsys’ record of log data, we can identify issues of improper data access if 
individuals decide to compromise the system and retrieve data they otherwise do not have access to.  

Internally, only select members of the VP Admin and VP Finance team have back-end access to the 
system in order to conduct the various services and programs offered to the student body. These 
accesses will be deactivated during each transition year to prevent unauthorized access once their 
respective roles are terminated.  

 

PART 4 ACCESS, ACCURACY, CORRECTION, & RETENTION 

10. How can individuals request their own personal information? 

Individuals can access their own information through their personal profiles.  

11. How can an individual have their personal information updated, corrected, or 
annotated?  

Individuals can correct, update and delete their own information through their account settings in 
AMS CampusBase.  

12. What is your legal or business requirement for the information and how long 
must you retain information to meet this requirement? 

 
The student data covered in this PIA is required during the time that a student remains at UBC and 
a part of the AMS. It is required in order to allow them to access AMS CampusBase during that 
time.  As such, this information may be retained for anywhere from one year to six years or more, 
depending on how long a student remains at UBC.  
 

13.How will your organization dispose of the personal information after the 
retention period is completed? 

 
AMS Members who are no longer using the platform as expressed through declining the AMS 
CampusBase Terms of Service will be deactivated from the system after sixty days. Users that 
were uploaded by the AMS and are no longer AMS members will be deactivated at the end of the 
academic year in April.  
 
 
 

PART 5 PRIVACY OFFICE(R) COMMENTS 
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This PIA is based on a review of the material provided to the Privacy Office(r) as of the date below. 
If any substantive changes are made to the scope of this PIA, the organization should update the 
PIA and submit it to the Privacy Office(r) for review. 

For my comments, see my separate Novalsys Privacy statement: Sheldon Goldfarb, AMS Privacy 
Officer. 

PART 6 MORE INFORMATION 

 

Refer to the Novalsys Privacy statement by Sheldon Goldfarb, the AMS Privacy Officer. 

 
 

PART 7 SIGNATURES 

By signing this document, you accept the analysis and risks associated with this initiative. You affirm 
that you are authorized to sign on behalf of your work unit and/or organization. 
 
 
 

Sheldon Goldfarb, Privacy Officer          Signature       Date  
 
 

  

     

Sylvester Mensah Jr. , VP 
Administration 

 Signature  Date 
 
 
 

Hong-Lok Li, Chief Technology 
Officer 
 
 
 

 Signature  Date 
 
 
 

11/12/2020Sylvester Mensah Jr.

Sheldon Goldfarb
December 12, 2020

December 12, 2020Hong-Lok Li




